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Digital Footprints and Asset Protection
The advent of technology, especially the internet, brought with it security and privacy issues with regard to personal information and property. To create online security awareness in all our employees in Padgett-Beale, we have organized this training module to enlighten you on the issue of “ Digital Footprints and Asset Protection”. This is part of the series of training offered to our employees by the office of the human resources. With the era of internet, it is inevitable for people to visit and participate online platforms for business or other personal reasons. This has created the emergence of digital properties that are privately owned by individuals or organizations.
Digital footprint is the database that online platforms save whenever a person uses a digital service. Another person may also post information of you on an online social forum. With digital footprint, you do not have to keep entering your login detail, to access websites. However, the footprints determine your online reputation and the type of information you avail to digital devices can build or ruin your reputation. Through the digital footprints, other people may be able to track down your actions such as the kind of people in your social circle, your search history, and the websites that you use. As an intangible asset, we need to protect our online reputation with all means possible. It is thus important that we be aware of the security threats that digital footprints pose.
Security and Privacy Issues
Hackers and other malicious people use the information we post online, the search history, and all the geological data found in our digital devices to blackmail or ruin reputations. They also pose security and privacy to copyrighted processes, employees, and assets in an organization (Centre for the Protection of National Infrastructure, n.d). There is a concern that once you release information in an online platform, you renounce any form of privacy associated with that information. Even with all kind of privacy settings, the information becomes available to third parties that we did not consent, once we release it to the social networks (Internetsociety.org, n.d). 
Our digital footprints allow any interested individual to monitor our actions. Our stances in controversial topics, especially in the social, religious, and political entities can be known through a trail in the digital networks. The footprints cannot be erased and therefore while our stances may change, the information we expose to the social networks remain to associate us with the initial idea. In addition, some companies and hiring firms use our online activities and past posts to generate a profile that guides them in deciding whether or not hire. A survey by CareerBuilder indicated that 51% of hiring firms that use digital footprints to screen applicants failed to hire some of them due to the information they found online (Cyberbullying.org, 2015). Our online information trail is thus crucial in facilitating or blocking our career progression.
Digital footprints also provide location data of an individual. This information is crucial to law enforcers and the criminal justice system to verify the location of an alibi or a suspect. However, criminals also use such information to plan their activities. For example, location-tagged photos posted on social networks can assist criminals in knowing when the owners of their target homes are away (Schiffner, 2013). A person may also post information that contains personally identifiable information (PII), which when disclosed, can result in harm to an individual. Such private information can also lead to identity theft when it lands on the hands of malicious individuals. People also abandon their social media accounts due to forgotten passwords and other login credentials. Such digital property also poses a security and privacy threat as hackers look for these accounts and extract private information such as names, contact information, and private videos and pictures that they use to extort the owner of the information.
Recommendations
There are a variety of recommended guidelines and instructions, which we can use to protect our digital assets. First, you can enter your names in a variety of search engines to review the results that relate to you. In case of negative results, you should contact the site’s administrator to remove the negative information. Second, check your privacy settings and privatize your information as much as possible. Third, use strong passwords that conform to the rules of the respective website.  It is recommended that you change your password at least once a month (Budd, 2016). Fourth, review the applications and software in your digital devices and remove those that you no longer use. Some of them act like viruses and malware programs that mine private information and send it their malicious administrator. Finally, desist from subscribing to digital services that might ruin your reputation if revealed. Refrain from negative comments, radical forums, and being tagged in controversial photos (Budd, 2016). Your location settings should also remain off if you are not using them for navigation. 
Summary
We cannot avoid leaving the digital footprints in entirety as we will always use social networking sites, subscribe to blogs, and transact through e-commerce. While digital footprints can generate a good individual reputation, it can also generate security and privacy threats. Malicious people can track our information and use to ruin or extort us. Location data can be used to perform criminal activities while the PII can be used for identity theft. Hackers can also exploit abandoned accounts to mine private information and blackmail the owners. To alleviate these threats, one should search his/her names in various search engines to make sure there is no negative information. It is also important to check the privacy settings and create strong passwords. Unnecessary applications and software should also be deleted and antiviruses updated. One should also refrain from posting controversial content to his/her social networking sites and the location settings should remain turned off unless they are being used for navigation. Following these recommendations will help mitigate the misuse of digital footprints and asset protection thus facilitating cybersecurity.
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